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Information on data protection

With this data protection declaration the Institute Krems Bioanalytics, Technology & Research Center,
Magnesitstrasse 1, A-3500 Krems, Austria (referred to hereinafter as “Institute Krems Bioanalytics”) as part of the
IMC University of Applied Sciences Krems, Piaristengasse 1, A-3500 Krems, Austria, provides information, in
accordance with the applicable legal provisions, regarding what personal data is collected, processed and used as
part of the use of the services provided (registrations, applications, studies etc.) and the website.

For data processing at the Institute Krems Bioanalytics, the following categories of data processors are used in
addition to those mentioned separately in this declaration: IT service providers, providers of access control systems,
service providers for accounting and controlling, and providers of data management systems.

1. Customers and suppliers data

The University of Applied Sciences Krems and the Institute Krems Bioanalytics process customers and suppliers
data of the Institute Krems Bioanalytics Krems (as far as these are natural persons: first name, last name, title,
address, country, telephone number, company, UID, e-mail address) on the basis of fulfilment of any existing
contract (Art 6 para 1 lit b GDPR) or on the basis of consent given by transmission of the contact data (e.g. handover
of a business card for further use) Art 6 para 1 lit a GDPR); this consent can be withdrawn at any time without
affecting the lawfulness of the processing based on consent before its withdrawal (see also - “Withdrawal of given
consent”).

The data is processed primarily by employees of the Institute Krems Bioanalytics and the IMC University of Applied
Sciences Krems.

2.  Marketing

Data transmitted to the IMC University of Applied Sciences Krems on behalf of the Institute Krems Bioanalytics or
directly to the Institute Krems Bioanalytics in the course of establishing contact (e.g. event participations, information
request) are used for further marketing purposes (e.g. invitation to other events, Christmas cards etc) of the Institute
Krems Bioanalytics. This processing is based on the legitimate interest of the Institute Krems Bioanalytics in
accordance with Art 6 para 1 lit f GDPR, which ensures in an essential way the competitiveness of the institute and
its existence in competition on the open market. There is no legal obligation to provide this data.

An objection (datenschutz@imc.ac.at) against data processing for the purpose of direct marketing can be raised at
any time in accordance with Art 21 para 2 GDPR, which entails the deletion of the named data. Use of the data will
only take place to the extent necessary and in a comprehensible manner for the purpose of the enterprise and in
compliance with appropriate technical and organisational security measures to protect the data.

3. Access Control System

For the purpose of managing and controlling the access rights to the buildings (main and auxiliary buildings,
garages), the IMC University of Applied Sciences Krems on behalf of the Institute Krems Bioanalytics processes
the following data on the basis of the fulfillment of the shareholder agreement and the legitimate interest and as an
expression of a technical-organizational security measure according to Art 6 para 1 lit b, ¢ and f GDPR: first name,
surname, title, gender, telephone/mobile number, email, communication language, personal/matriculation number,
department, unit, number of movements, creation/modification date authorization, date/time last movement last
used access, date/time rejected access, last denied access location, approved license plate number, activation
during holidays, ID feature, approved premises, duration of approved premises and access groups, authorized
entrances, date and duration of authorized entrances, event type (eg "authorized ID"), from event b detected
access, log type (eg "event"), event timezone, event/move query date, event/move time, event/move server time,
source (event location e.g. parking garage west), details (e.g., campus, "entry/exit").

There is no statutory obligation to provide this data, however, the non-provision of the information described
precludes the conclusion of an contractual relationship with the IMC University of Applied Sciences Krems on behalf
of the Institute Krems Bioanalytics. The data is processed primarily by employees of the IMC University of Applied
Sciences Krems and the Institute Krems Bioanalytics and stored for a period of 7 years (employees) from the
company's exit. In addition, this data is transferred to providers of facility management services, access control
systems, and IT services, which are used as data processors by the IMC University of Applied Sciences Krems on
behalf of the Institute Krems Bioanalytics in accordance with Art 28 GDPR.

4. Use of Google Analytics

This website uses Google Analytics, a web analytics service provided by Google Inc. (“Google”, Google Ireland Ltd
Gordon House, Barrow Street, Dublin 4, Ireland) for the purpose of customisation. Google Analytics uses so-called
“cookies”, text files that are stored on your computer and that allow an analysis of the use of the website by you.

The information generated by the cookies about your use of this website (including your IP address) will be
transmitted to and stored by Google on servers in the United States. We only use Google Analytics with activated
IP anonymisation. This means that the users IP addresses will be shortened by Google within member states of the
European Union or in other contracting states of the Agreement on the European Economic Area. Only in
exceptional cases will the full IP address be sent to a Google server in the US and shortened there. The IP address



@ Krems Bioanalytics

submitted by the user’s browser will not be merged with other data from Google. Google uses this information to
evaluate your use of the website, to compile reports on website activity for website operators, and to provide other
services related to website activity and internet usage. Google may also transfer this information to third parties if
required by law or as far as third parties process this data on behalf of Google. You may prevent the collection by
Google of the data generated by the cookie and related to your use of the website as well as the processing of this
data by Google by downloading and installing the browser plug-in available under the following link:
http://tools.google.com/dipage/gaoptout?hi=de. However, please be aware that if you do this you may not be able
to use the full functionality of this website.

For more information about Google’s use of data, setting and opt-out options, please visit Google’s websites:
https://www.google.com/intl/en/policies/privacy/partners/ (“Google Data Usage When You Use Our Partners Sites
or Apps’), http://www.google.com/policies/technologies/ads (“Use of Your Data for Advertising”),
http://www.google.com/settings/ads  (“Manage Information Google Uses to Show You Ads”’) and
http://www.google.com/ads/preferences/ (“Determine Which Ads Google Shows You”).

The use of cookies requires your consent given through this website. Your consent may be withdrawn at any time
with future effect (see point “Withdrawal of given consent”) without affecting the lawfulness of the processing based
on consent before its withdrawal. The storage of cookies can also be prevented by changing the settings of your
browser software accordingly. Please be aware that the use of this website without the authorisation of cookies is
not possible to the fullest extent.

5. Withdrawal of given consent

Any consent given may be withdrawn at any time (datenschutz@imc.ac.at) without affecting the lawfulness of
processing based on consent before its withdrawal. In case of withdrawal of consent, all data traceable to your
person will be deleted, and no further processing of your data will be carried out, insofar as this data was not
processed before the time of the withdrawal in the event of subsequent withdrawal.

6. Rights of data subjects

You have the following rights:

o Right of access to the personal data concerned (Art 15 GDPR),

o Right to rectification (Art 16 GDPR) or erasure (Art 17 GDPR) or to restriction of processing (Art 18 GDPR)
under the conditions described in the mentioned legal provisions

o Right to data portability (Art 20 GDPR), if the data processing is based on consent or fulfilment of a contract
and is carried out by automated means — where technically feasible

o Right to object to the processing of data on grounds relating to his or her particular situation (Art 21 para 1
GDPR eg video/audio/image files) and to object to the processing of data for direct marketing purposes without
any reason (Art 21 para 2 GDPR).

These rights can be exercised at the Institute Krems Bioanalytics and/or the IMC University of Applied Sciences

Krems, as the responsible data processors datenschutz@imc.ac.at

o There is also a right to lodge a complaint with the competent supervisory authority, which is the Austrian Data
Protection Authority, Wickenburggasse 8, 1080 Vienna, telephone: +43 1 52 152-0, E-Mail: dsb@dsb.gv.at.

7. Amendments

Amendments to this “Information on data protection” are published on the website www.krems-bioanalytics.com.
This way, you can always find out what data we store and how we use it. If any amendments have been made to
the terms, you can see this from the modification date under “Last update” at the end of this letter.

8. Linked web sites

This information on data protection does not apply to websites on the internet, which you can visit via hyperlinks on
the websites of the Institute Krems Bioanalytics. We are also not liable for the content of these links.
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